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Cybrary 

 

All training durations less than 1 hour are not approved for CEUs. 
 

You can earn 1 CEU for each hour of training. Follow these requirements to earn and receive CEUs. 
 
Timing:  You must start and complete the training course during your three-year renewal cycle. The same course 
content can only be submitted once per CE cycle.  
Relevance: At least 50 percent of the training course must map to one or more of the exam objectives for the 
certification you’re renewing. This includes the objective level. 
Documentation: Submit the following documentation to receive CEUs for a training course: 
 

1. Detailed description/outline of the training content 
2. Completion certificate containing the following: 

• Your name 

• Name of the course 

• Name of the training provider 

• Date the course was completed 

• Number of hours 

 

 

Training approved in this document is based on the exam 
objectives: 

• A+ 220-1101 and 220-1102 

• Network+ N10-009 

• Security+ SY0-701 

• Linux+ - XK0-005 

• Cloud+ CV0-003 

• PenTest+ PT0-002 

• CySA+ CS0-003 

• CASP+ CAS-004 

 

 
Note: Approved training courses in this document are subject to change without prior notification. Training submitted 
based on prior approval will remain valid.  
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Cybrary 
All training durations less than 1 hour are not valid for CEUs. 

 
Cybrary Course 
Titles 

CEUs A+ Network+ Security+ Linux+ Cloud+ PenTest+ CySA+ CASP+ 

Advanced 
Penetration Testing 

14  VALID VALID VALID VALID VALID VALID VALID VALID 

AlienVault OSSIM 1 VALID VALID VALID VALID VALID N/A N/A N/A 

Analyzing Attacks 
for Incident 
Handlers 

1  VALID VALID VALID VALID VALID VALID VALID VALID 

Application Layer 
Protocol for C2 and 
Exfil to Cloud 

1 VALID VALID VALID VALID VALID N/A N/A N/A 

Application Layer 
Protocol: Web 
Protocols 

2 VALID VALID VALID VALID VALID N/A N/A N/A 

Application of the 
MITRE ATT&CK 
Framework 

10  VALID VALID VALID VALID VALID N/A N/A N/A 

Assembly 13 N/A N/A N/A N/A N/A N/A N/A N/A 

Asset Security 
Fundamentals 

3 VALID VALID VALID VALID VALID N/A N/A N/A 

Automated Archive 
and Exfiltration 

2 VALID VALID N/A N/A N/A N/A N/A N/A 

AWS Certified Cloud 
Practitioner 

3  VALID VALID N/A VALID VALID N/A N/A N/A 

AWS Certified 
Security-Specialty 
(2022) 

6 VALID VALID VALID VALID VALID N/A N/A N/A 

AWS Certified 
Solutions Architect 
Associate 

3  VALID VALID VALID N/A VALID N/A N/A N/A 

AZ-104 Microsoft 
Azure Administrator 21 VALID N/A N/A N/A VALID N/A N/A N/A 

AZ-305 Designing 
Microsoft Azure 
Infrastructure 
Solutions 

13 VALID VALID N/A N/A VALID N/A N/A N/A 

AZ-500: Microsoft 
Azure Security 
Technologies 

8 VALID VALID N/A N/A VALID N/A N/A N/A 
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Cybrary Course 
Titles 

CEUs A+ Network+ Security+ Linux+ Cloud+ PenTest+ CySA+ CASP+ 

AZ-900 Microsoft 
Azure Fundamentals 

4 VALID VALID N/A N/A VALID N/A N/A N/A 

Azure ARM 1 VALID VALID N/A N/A VALID N/A N/A N/A 

Azure Functions 1 VALID VALID N/A N/A VALID N/A N/A N/A 

Azure Policies 1 VALID VALID N/A N/A VALID N/A N/A N/A 

Azure Storage 
Accounts 

2 VALID VALID N/A N/A VALID N/A N/A N/A 

Building a InfoSec 
Lab 

6 VALID N/A VALID N/A N/A N/A N/A N/A 

Business Continuity 
& Disaster Recovery 
Planning 

3 VALID N/A VALID N/A N/A N/A N/A N/A 

California Consumer 
Privacy Act (CCPA) 

5 VALID VALID VALID VALID VALID VALID VALID VALID 

Careers In 
Cybersecurity 

2 N/A N/A N/A N/A N/A N/A N/A N/A 

Certificate of Cloud 
Security Knowledge 
(CCSK) 

10 VALID VALID VALID VALID VALID VALID VALID N/A 

Certified Cloud 
Security 
Professional (CCSP) 

13 VALID VALID VALID VALID VALID VALID VALID VALID 

Certified 
Information System 
Auditor (CISA) 

14 VALID N/A VALID VALID N/A VALID VALID VALID 

Certified 
Information Security 
Manager (CISM) 

10 VALID N/A VALID N/A N/A VALID VALID VALID 

Certified 
Information Systems 
Security 
Professional (CISSP) 

32 VALID VALID VALID VALID VALID VALID VALID VALID 

CertNexus Cybersec 
First Responder 8 VALID N/A VALID N/A N/A N/A N/A N/A 

Check Point Jump 
Start 

4 VALID VALID VALID VALID VALID N/A N/A N/A 

Check Point Jump 
Start: Cloud Security 

2 VALID VALID VALID VALID VALID N/A N/A N/A 
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Cybrary Course 
Titles 

CEUs A+ Network+ Security+ Linux+ Cloud+ PenTest+ CySA+ CASP+ 

Check Point Jump 
Start: CloudGuard 
Posture 
Management 

2 VALID VALID VALID VALID VALID N/A N/A N/A 

Check Point Jump 
Start: CloudGuard 
Workload 
Protection 

2 VALID VALID VALID VALID VALID N/A N/A N/A 

Check Point Jump 
Start: Maestro 
Hyperscale Network 
Security 

4 VALID VALID VALID VALID VALID N/A N/A N/A 

Check Point Jump 
Start: Quantum 
Management 

1 N/A N/A N/A N/A N/A N/A N/A N/A 

Check Point Jump 
Start: SMB 
Appliance Network 
Security 

2 VALID VALID VALID VALID VALID N/A N/A N/A 

Chief Information 
Security Officer 
(CISO) 

4 VALID VALID VALID VALID VALID VALID VALID VALID 

CIS Critical Security 
Control 1: Inventory 
and Control of 
Enterprise Assets 

2 VALID VALID VALID VALID VALID N/A N/A N/A 

CIS Critical Security 
Control 10: Malware 
Defenses 

1 VALID VALID VALID VALID VALID N/A N/A N/A 

CIS Critical Security 
Control 11: Data 
Recovery 

1 VALID VALID VALID VALID VALID N/A N/A N/A 

CIS Critical Security 
Control 13: Network 
Monitoring and 
Defense 

1 VALID VALID VALID VALID VALID N/A N/A N/A 

CIS Critical Security 
Control 16: 
Application 
Software Security 

1 VALID VALID VALID VALID VALID N/A N/A N/A 
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Cybrary Course 
Titles 

CEUs A+ Network+ Security+ Linux+ Cloud+ PenTest+ CySA+ CASP+ 

CIS Critical Security 
Control 4: Secure 
Configuration of 
Enterprise Assets 
and Software 

1 VALID VALID VALID VALID VALID N/A N/A N/A 

CIS Critical Security 
Control 8: Audit Log 
Management 

1 VALID VALID VALID VALID VALID N/A N/A N/A 

CIS Critical Security 
Control 9: Email and 
Web Browser 
Protection 

1 VALID VALID VALID VALID VALID N/A N/A N/A 

CIS Top 20 Critical 
Security Controls 

10 VALID VALID VALID VALID VALID N/A N/A N/A 

Cisco Certified 
Network Associate 
(CCNA) Certification 

31 VALID VALID N/A VALID VALID N/A N/A N/A 

CISO Competency – 
Business 

1 VALID VALID N/A VALID VALID N/A N/A N/A 

CISO Competency - 
Discretion 

1 VALID VALID N/A VALID VALID N/A N/A N/A 

CISO Competency - 
Leadership 

1 VALID VALID N/A VALID VALID N/A N/A N/A 

CISO Competency - 
Productivity 

1 VALID VALID N/A VALID VALID N/A N/A N/A 

CISO Competency - 
Threats 

1 VALID VALID N/A VALID VALID N/A N/A N/A 

Cloud Architecture 
Foundations 

8  VALID VALID VALID VALID VALID N/A N/A N/A 

CMMC Overview 
1 VALID VALID VALID N/A VALID VALID VALID VALID 

COBIT Foundations 
4 N/A N/A N/A N/A N/A N/A N/A N/A 

Command and 
Scripting 
Interpreter: 
Windows Command 
Shell 

2 VALID N/A N/A N/A N/A N/A N/A N/A 

Command Line 
Basics 

5 VALID N/A N/A N/A N/A N/A N/A N/A 

Compromise 
Software Supply 
Chain 

1 VALID VALID VALID VALID VALID N/A N/A N/A 
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Cybrary Course 
Titles 

CEUs A+ Network+ Security+ Linux+ Cloud+ PenTest+ CySA+ CASP+ 

CompTIA Network+ 
N10-008 

22 VALID VALID* N/A N/A N/A N/A N/A N/A 

* APPROVED ONLY FOR THOSE CERTIFIED IN NETWORK+ N10-007 AND EARLIER EXAM VERSIONS 

CompTIA A+ 220-
1101 

9 VALID* N/A N/A N/A N/A N/A N/A N/A 

CompTIA A+ 220-
1102 

12 VALID* N/A N/A N/A N/A N/A N/A N/A 

* APPROVED ONLY FOR THOSE CERTIFIED IN A+ 1001/1002 AND EARLIER EXAM VERSIONS 

CompTIA CySA+ 
CS0-002 

35 N/A N/A N/A N/A N/A N/A N/A N/A 

* NEW RELEASE OF CYSA+ CS0-003 THEREFORE CS0-002 IS NO LONGER VALID FOR CEUS 

CASP+ CAS-004 16 VALID* N/A N/A N/A N/A N/A N/A N/A 

* APPROVED ONLY FOR THOSE CERTIFIED IN CASP+ CAS-003 AND EARLIER EXAM VERSIONS 

CompTIA Security+ 
SY0-601 

18 VALID VALID N/A N/A N/A N/A N/A N/A 

*APPROVED ONLY FOR THOSE CERTIFIED IN SECURITY+ SY0-501 AND EARLIER EXAM VERSIONS 

Computer Hacking 
and Forensics 

18 VALID VALID VALID N/A VALID VALID VALID N/A 

Create a Subnet 
1 VALID VALID N/A N/A N/A N/A N/A N/A 

Creating Effective 
User Awareness 
Training 

2 N/A N/A N/A N/A N/A N/A N/A N/A 

CRISC 7 VALID VALID VALID N/A N/A VALID VALID VALID 

Cyber Network 
Security 

3 VALID VALID VALID N/A VALID N/A N/A N/A 

Cybersecurity Audit 
Overview 

1 VALID N/A VALID N/A VALID N/A N/A N/A 

Cybersecurity Kill 
Chain 

2  VALID VALID VALID VALID N/A VALID VALID VALID 

Developing Ethical 
Hacking Tools with 
Python 

1 N/A N/A N/A N/A N/A N/A N/A N/A 

DevSecOps 
Fundamentals 

4 VALID N/A VALID N/A VALID N/A N/A N/A 

DFIR Investigations 
and Witness 
Testimony 

2 N/A N/A N/A N/A N/A N/A N/A N/A 
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Cybrary Course 
Titles 

CEUs A+ Network+ Security+ Linux+ Cloud+ PenTest+ CySA+ CASP+ 

Disable Windows 
Event Log and 
Timestamp 

1 VALID VALID VALID N/A VALID N/A N/A N/A 

EC-Council Certified 
Ethical Hacker (CEH) 

24 VALID VALID VALID N/A VALID N/A N/A N/A 

End User Cyber 
Fundamentals 

2 N/A N/A N/A N/A N/A N/A N/A N/A 

End User Mobility 
Security 

1 N/A N/A N/A N/A N/A N/A N/A N/A 

End User Physical 
Security 

3 N/A N/A N/A N/A N/A N/A N/A N/A 

End User VPN 
Security 

2 N/A N/A N/A N/A N/A N/A N/A N/A 

Endpoint Security 
Fundamentals 2  VALID VALID VALID VALID N/A VALID VALID N/A 

Enterprise Project 
Management 

7 N/A N/A N/A N/A N/A N/A N/A N/A 

Everyday Digital 
Forensics 

4 VALID VALID VALID VALID VALID N/A N/A N/A 

Executive 
Vulnerability 
Management 

3 VALID N/A VALID N/A VALID N/A N/A N/A 

Exfiltration Over 
Alternative Protocol 
and Clear CLI History 

1 VALID VALID VALID N/A VALID N/A N/A N/A 

Exfiltration Over C2 
Channel 

2 VALID VALID VALID VALID VALID N/A N/A N/A 

Exfiltration to Cloud 
Storage 

1 VALID VALID VALID VALID VALID N/A N/A N/A 

Exploit Public-Facing 
Application 

2 VALID VALID VALID VALID VALID N/A N/A N/A 

Footprinting and 
Reconnaissance 

3  VALID VALID VALID VALID VALID N/A N/A N/A 

Foundations of 
Virtualization 

2 VALID N/A N/A N/A N/A N/A N/A N/A 

Fundamentals of 
Cybersecurity 
Architecture 

3 VALID VALID VALID VALID VALID N/A N/A N/A 

Fundamentals of 
Terraform 3 VALID N/A N/A N/A VALID N/A N/A N/A 
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Cybrary Course 
Titles 

CEUs A+ Network+ Security+ Linux+ Cloud+ PenTest+ CySA+ CASP+ 

Fundamentals of 
Vulnerability 
Management 

1 VALID VALID VALID VALID VALID N/A N/A N/A 

Getting Started with 
ELK Stack: Beats and 
Endpoint Agents 

3 VALID VALID VALID VALID VALID N/A N/A N/A 

Getting Started with 
ELK Stack: Overview 1 VALID VALID VALID VALID VALID N/A N/A N/A 

Getting Started with 
ELK Stack: Queries 1 VALID VALID VALID VALID VALID N/A N/A N/A 

Guide to the Tor 
Browser 2 N/A N/A N/A N/A N/A N/A N/A N/A 

HCISPP 5 VALID N/A VALID N/A N/A N/A N/A N/A 

HIPAA Training 2 N/A N/A N/A N/A N/A N/A N/A N/A 

Hyper-V 5 VALID VALID N/A N/A N/A N/A N/A N/A 

ICS/SCADA 
Fundamentals 

1 VALID VALID N/A N/A N/A N/A N/A N/A 

Identifying Web 
Attacks Through 
Logs 

1 VALID VALID VALID VALID VALID N/A N/A N/A 

Implementing a 
HIPAA Compliance 
Program 

4 N/A N/A N/A N/A N/A N/A N/A N/A 

Implementing an 
Incident Response 
Plan 

1 VALID VALID VALID VALID VALID N/A N/A N/A 

Incident Response 
Lifecycle 

5 VALID N/A VALID N/A VALID N/A N/A N/A 

Incident Response 
and Advanced 
Forensics 

8 VALID VALID VALID VALID VALID VALID VALID N/A 

Information Security 
Fundamentals 

8 VALID VALID N/A VALID VALID N/A N/A N/A 

Information Systems 
Security Engineering 
Professional (ISSEP) 

6 VALID VALID VALID VALID VALID VALID VALID VALID 

Infrastructure 
Security 

5 VALID VALID VALID VALID VALID N/A N/A N/A 

Infrastructure 
Services 

2 VALID VALID N/A N/A N/A N/A N/A N/A 
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Cybrary Course 
Titles 

CEUs A+ Network+ Security+ Linux+ Cloud+ PenTest+ CySA+ CASP+ 

Ingress Tool 
Transfer 

2 VALID VALID VALID VALID VALID N/A N/A N/A 

Insider Threats 3 VALID VALID VALID VALID VALID N/A N/A N/A 

Intermediate 
Endpoint Security 

2 VALID VALID VALID VALID VALID N/A N/A N/A 

Intermediate Cloud 
Security 

1 VALID VALID VALID VALID VALID N/A N/A N/A 

Intermediate PC 
Security 

3 VALID N/A VALID N/A VALID N/A N/A N/A 

Intermediate 
Printing Security 

3 VALID N/A VALID N/A N/A N/A N/A N/A 

Intermediate SQL 10 N/A N/A N/A N/A N/A N/A N/A N/A 

Intermediate 
Python 

3 N/A N/A N/A N/A N/A N/A N/A N/A 

Intro to AWS 3 VALID N/A N/A N/A N/A N/A N/A N/A 

Intro to Cyber 
Threat Intelligence 

4 VALID VALID VALID VALID VALID VALID VALID N/A 

Intro to Data 
Science 

 VALID N/A N/A N/A N/A N/A N/A N/A 

Intro to Docker 8 VALID N/A N/A N/A N/A N/A N/A N/A 

Introduction to Java 4 N/A N/A N/A N/A N/A N/A N/A N/A 

Introduction to 
SIEM Tools 

1 VALID N/A VALID N/A VALID N/A N/A N/A 

Intro to Malware 
Analysis and 
Reverse Engineering 

9 VALID VALID VALID N/A VALID N/A N/A N/A 

Intro to PowerShell 
Scripting 

2 VALID VALID VALID N/A VALID N/A N/A N/A 

Intro to Python 3 N/A N/A N/A N/A N/A N/A N/A N/A 

Introduction to IT & 
Cybersecurity 

5 N/A N/A N/A N/A N/A N/A N/A N/A 

Introduction to IT 
Security Policy 

2 N/A N/A N/A N/A N/A N/A N/A N/A 

Introduction to 
Splunk 

2 N/A N/A N/A N/A N/A N/A N/A N/A 

Introduction to SQL 7 N/A N/A N/A N/A N/A N/A N/A N/A 

Introduction to the 
OWASP API Security 
Top 10 

1 N/A N/A N/A N/A N/A N/A N/A N/A 
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Cybrary Course 
Titles 

CEUs A+ Network+ Security+ Linux+ Cloud+ PenTest+ CySA+ CASP+ 

ISACA Certified 
Information Systems 
Auditor (CISA) 

7 VALID N/A VALID VALID N/A VALID VALID VALID 

ISACA Certified 
Information Security 
Manager (CISM) 

10 N/A N/A VALID N/A N/A VALID VALID VALID 

ISACA Certified in 
Risk and 
Information System 
Control (CRISC) 

8 VALID VALID VALID N/A N/A VALID VALID VALID 

ISC2 Certified Cloud 
Security 
Professional (CCSP) 

13 VALID VALID VALID VALID VALID VALID VALID VALID 

ISC2 Certified 
Secure Software 
Life-cycle 
Professional (CSSLP) 

6 N/A N/A VALID VALID N/A N/A N/A N/A 

ISC2 Systems 
Security Certified 
Practitioner (SSCP) 

8 VALID VALID VALID VALID VALID VALID VALID VALID 

Introduction to 
Vagrant 

3 N/A N/A N/A N/A N/A VALID N/A N/A 

Lean Six Sigma 
Yellow Belt 

9 N/A N/A N/A N/A N/A VALID N/A N/A 

IoT Product Security 8 VALID VALID VALID N/A VALID VALID N/A N/A 

IoT Security 6 VALID VALID VALID N/A VALID N/A N/A N/A 

ISO 27001:2013 - 
Information Security 
Management 
Systems 

8 VALID VALID VALID N/A VALID N/A N/A N/A 

ITIL 4 Foundation 10 N/A N/A N/A N/A N/A N/A N/A N/A 

Kali Linux 
Fundamentals 

2 VALID N/A VALID N/A VALID N/A N/A N/A 

Lateral Movement: 
Windows Remote 
Management 

1 VALID VALID VALID N/A VALID N/A N/A N/A 

Linux Fundamentals 
for Security 
Practitioners 

7 VALID VALID VALID VALID VALID N/A N/A N/A 

Linux Hardening 12 VALID VALID VALID VALID VALID N/A N/A N/A 
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Cybrary Course 
Titles 

CEUs A+ Network+ Security+ Linux+ Cloud+ PenTest+ CySA+ CASP+ 

Local Account 
Discovery, Creation, 
and Manipulation 

2 VALID VALID VALID VALID VALID N/A N/A N/A 

Malware Threats 4 VALID VALID VALID VALID VALID VALID VALID N/A 

Manage a Network 
Infrastructure 

2 VALID VALID N/A VALID VALID N/A N/A N/A 

Metasploit 6 VALID VALID VALID VALID VALID VALID VALID N/A 

Microsoft 365 
Fundamentals (MS-
900) 

4 VALID VALID N/A N/A VALID N/A N/A N/A 

Microsoft Sentinel 
(2022) 

6 VALID VALID VALID N/A VALID N/A N/A N/A 

MITRE ATT&CK 
Defender™ (MAD) 
ATT&CK® Cyber 
Threat Intelligence 
Certification 
Training 

2 VALID VALID VALID VALID VALID N/A N/A N/A 

MITRE ATT&CK 
Defender™ (MAD) 
ATT&CK® 
Fundamentals 
Badge Training 

1 VALID VALID VALID VALID VALID N/A N/A N/A 

MITRE ATT&CK 
Defender™ (MAD) 
ATT&CK® SOC 
Assessments 
Certification 
Training 

3 VALID VALID VALID VALID VALID N/A N/A N/A 

MITRE ATT&CK 
Defender™ 
ATT&CK® Adversary 
Emulation 

8 VALID VALID VALID VALID VALID N/A N/A N/A 

MITRE ATT&CK 
Defender™ 
ATT&CK® Purple 
Teaming 
Fundamentals 

2 VALID VALID VALID VALID VALID N/A N/A N/A 

MITRE ATT&CK 
Defender™ 
ATT&CK® Threat 
Hunting 

5 VALID VALID VALID VALID VALID N/A N/A N/A 
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Cybrary Course 
Titles 

CEUs A+ Network+ Security+ Linux+ Cloud+ PenTest+ CySA+ CASP+ 

MS-500: Microsoft 
365 Security 
Administration 

7 VALID VALID VALID N/A VALID N/A N/A N/A 

MTA 98-366 
Networking 
Fundamentals  

5 VALID N/A N/A VALID VALID N/A N/A N/A 

MTA 98-367 
Security 
Fundamentals 

2 VALID VALID N/A VALID VALID N/A N/A N/A 

Network 
Fundamentals Using 
GNS3 

2 VALID N/A N/A VALID VALID N/A N/A N/A 

Network 
Operational 
Management 

2 VALID VALID N/A N/A N/A N/A N/A N/A 

NIST 800-53: 
Introduction to 
Security and Privacy 
Controls 

2 N/A N/A N/A N/A N/A N/A N/A N/A 

NIST Privacy 
Framework 

4 N/A N/A N/A N/A N/A N/A N/A N/A 

NIST 800-171 
Controlled 
Unclassified 
Information Course 

1 N/A N/A N/A N/A N/A N/A N/A N/A 

NMAP 7 VALID VALID VALID VALID VALID N/A N/A N/A 

Non-Standard Port 1 VALID VALID VALID VALID VALID N/A N/A N/A 

Offensive 
Penetration Testing 

15 VALID VALID VALID VALID VALID VALID VALID N/A 

Office 365 Migration 3 VALID N/A N/A N/A VALID N/A N/A N/A 

Open Source 
Intelligence (OSINT) 
Fundamentals 

2 VALID VALID VALID VALID VALID N/A N/A N/A 

OS Credential 
Dumping 

1 VALID VALID VALID VALID VALID N/A N/A N/A 

OWASP 15 VALID N/A N/A N/A N/A N/A N/A N/A 

OWASP Top 10 - 
2021 

2 VALID VALID VALID VALID VALID N/A N/A N/A 
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Cybrary Course 
Titles 

CEUs A+ Network+ Security+ Linux+ Cloud+ PenTest+ CySA+ CASP+ 

OWASP Top 10 - 
A02:2021 - 
Cryptographic 
Failures 

2 VALID VALID VALID VALID VALID N/A N/A N/A 

OWASP Top 10 - 
A03:2021 - Injection 

3 VALID VALID VALID VALID VALID N/A N/A N/A 

OWASP Top 10 - 
A04:2021 - Insecure 
Design 

2 VALID VALID VALID VALID VALID N/A N/A N/A 

OWASP Top 10 - 
A05:2021 - Security 
Misconfiguration 

4 VALID VALID VALID VALID VALID N/A N/A N/A 

OWASP Top 10 - 
A06:2021 - 
Vulnerable and 
Outdated 
Components 

2 VALID VALID VALID VALID VALID N/A N/A N/A 

OWASP Top 10 - 
A07:2021 - 
Identification and 
Authentication 
Failures 

2 VALID VALID VALID VALID VALID N/A N/A N/A 

OWASP Top 10 - 
A08:2021 - Software 
and Data Integrity 
Failures 

3 VALID VALID VALID VALID VALID N/A N/A N/A 

OWASP Top 10 - 
A09:2021 - Security 
Logging and 
Monitoring Failures 

2 VALID VALID VALID VALID VALID N/A N/A N/A 

OWASP Top 10 - 
A10:2021 - Server-
Side Request 
Forgery (SSRF) 

2 VALID VALID VALID VALID VALID N/A N/A N/A 

OWASP Top 10 - 
A4:2017 - XML 
External Entities 

2 VALID VALID VALID VALID VALID N/A N/A N/A 

Password Cracking 
101 

1 VALID VALID VALID VALID VALID N/A N/A N/A 

Payment Card 
Industry Data 
Security Standard 
PCI/DDS 

3 VALID VALID VALID VALID VALID N/A N/A N/A 
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PCI DSS: Payment 
Card Industry Data 
Security Standard 

4 VALID VALID VALID VALID VALID N/A N/A N/A 

Penetration Testing 
and Ethical Hacking 

23 VALID VALID VALID VALID VALID VALID VALID N/A 

Penetration Testing 
Execution Standard 
(PTES) 

14 VALID VALID VALID VALID VALID VALID VALID N/A 

Performing a 
Microsoft Windows 
10 Installation 

1 N/A N/A N/A N/A N/A N/A N/A N/A 

Persistence via 
Windows Services 

1 VALID VALID VALID N/A VALID VALID VALID N/A 

pfSense: Installing 
and Configuring the 
Firewall 

1 VALID N/A N/A N/A N/A N/A N/A N/A 

Phishing 2 N/A N/A N/A N/A N/A N/A N/A N/A 

Physical Penetration 
Testing 

7 VALID VALID VALID VALID VALID N/A N/A N/A 

PowerShell for 
Security 
Professionals 

2 VALID VALID VALID N/A VALID N/A N/A N/A 

Privacy Program 
Management  

4 VALID N/A N/A N/A N/A N/A N/A N/A 

Privileged Access 
Management 
Fundamentals 

7 VALID VALID VALID VALID VALID N/A N/A N/A 

Python for 
Cybersecurity 
Professionals 

3 VALID VALID VALID VALID VALID N/A N/A N/A 

Ransomware with 
Recovery Disruption 

2 VALID VALID VALID VALID VALID N/A N/A N/A 

Regex 2 VALID N/A VALID N/A N/A N/A N/A N/A 

Replication Through 
Removable Media 

 N/A N/A N/A N/A N/A N/A N/A N/A 

Risk Management 
and Information 
Systems Control 

1 VALID VALID VALID VALID VALID N/A N/A N/A 

Scanning & 
Enumeration 

3 VALID VALID VALID VALID VALID N/A N/A N/A 
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Scanning, 
Enumeration, and 
Vulnerabilities 

9 VALID VALID VALID VALID VALID N/A N/A N/A 

Search Open 
Technical 
Databases: Scan 
Database 

2 VALID VALID VALID VALID VALID N/A N/A N/A 

Secure Coding 9 VALID N/A N/A N/A N/A N/A N/A N/A 

Secure Coding 
Fundamentals 

1 VALID N/A N/A N/A N/A N/A N/A N/A 

Secure 
Development, 
Programming, and 
Coding with 
Veracode 

2 VALID N/A N/A N/A N/A N/A N/A N/A 

Security Onion 3 VALID VALID VALID VALID VALID N/A N/A N/A 

Security Operations 3 VALID VALID VALID VALID VALID N/A N/A N/A 

Server Software 
Component: Web 
Shell 

1 VALID VALID VALID N/A VALID N/A N/A N/A 

Session Hijacking 1 VALID VALID VALID VALID VALID N/A N/A N/A 

Sniffing 14 VALID VALID VALID VALID VALID VALID N/A N/A 

Social Engineering 3 VALID VALID VALID N/A VALID N/A N/A N/A 

Social Engineering 
and Manipulation 

4 VALID VALID VALID N/A VALID N/A N/A N/A 

SolarWinds Hands-
On Course 

1 VALID VALID VALID VALID VALID N/A N/A N/A 

Splunk Enterprise 
Certified 
Administrator 

6 N/A N/A N/A N/A N/A N/A N/A N/A 

SQL Injection 2 VALID N/A VALID N/A VALID N/A N/A N/A 

Strategic DNS Ops 
and Security 

4 VALID VALID VALID VALID VALID N/A N/A N/A 

Student Data 
Privacy Governance 

2 VALID N/A N/A VALID N/A N/A N/A N/A 

System Binary Proxy 
Execution and a 
Spearphish Payload 

2 VALID VALID VALID VALID VALID N/A N/A N/A 
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System Binary Proxy 
Execution: Msiexec 

2 VALID VALID VALID N/A VALID N/A N/A N/A 

System Binary Proxy 
Execution: Rundll32 

2 VALID VALID VALID N/A VALID N/A N/A N/A 

Systems Security 
Certified 
Professional (SSCP) 

8 VALID VALID VALID VALID VALID VALID VALID VALID 

Threat Hunting with 
Windows Event 
Forwarding 

1 VALID N/A N/A N/A N/A N/A N/A N/A 

Unsecured 
Credentials and 
Domain Accounts 

1 VALID VALID VALID VALID VALID N/A N/A N/A 

US Information 
Privacy 

7 VALID N/A N/A N/A N/A N/A N/A N/A 

USB Drop Attack 2 VALID VALID VALID VALID VALID N/A N/A N/A 

Using LOLbins for 
Tool Downloads 

1 N/A N/A N/A N/A N/A N/A N/A N/A 

Vault Fundamentals 5 VALID VALID VALID VALID VALID N/A N/A N/A 

Virtualization 
Management 

14 VALID VALID N/A VALID VALID N/A N/A N/A 

VMware 
Foundations 

3 VALID N/A N/A N/A VALID N/A N/A N/A 

Web Application 
Penetration Testing 

4 VALID VALID VALID VALID VALID N/A N/A N/A 

Windows Forensics 
and Tools 

4 VALID VALID VALID VALID VALID N/A N/A N/A 

Zero Trust Networks 1 VALID VALID VALID VALID VALID N/A N/A N/A 

 
 
 
 
 
 
 
 
 
 
 
 
 


